HEBICHANDRA SAMPANG (Hebi)

hebirae@gmail.com | (+61) 420356362 | linkedin.com/in/hebichandra/ | Queensland, Australia

Profile

Dedicated and results-driven cybersecurity professional with hands-on experience in security monitoring,
incident response, and risk management. Eager to contribute to strengthening security controls and protecting
critical assets.

Education

Griffith University
MASTER IN CYBER SECURITY (March 2023 — Oct 2024)

e Courses: Security Network, CSOC, Digital Forensics, SecDevOps, Project Management, Cyber Risk
Management.

Leeds Beckett University
B.S. IN COMPUTING (Sep 2016 — Sep 2020)

e Courses: Database Systems, Software System Development, Principle of Networking, Intelligent System

Experience

Tesserent, Cyber Solution by Thales, Brisbane
CYBER SECURITY ANALYST (Internship) (July 2024 — Present)

e Conducted cyber security assessment (current/ future state gap analysis) for a non-profit organization.

e Collaborated with stakeholders to gather and document requirements for security enhancements.

o Developed detailed reports outlining findings, risks, and recommendations for mitigating identified
security gaps.

e Presented gap analysis findings and recommendations to senior management and the board of directors.

e Experienced in log monitoring and analysis using SIEM tools (Splunk), including detection and response to
security incidents.

e Engaging with Third party Client.

Griffith University, Australia
IT SERVICE ANALYST - Part Time (June 2024 - Present)

e  Provide first-level support to end-users via phone, email, or in-person, troubleshooting IT-related issues such
as software, hardware, and network problems.

e Performing scheduled testing, maintenance and quality checks of IT equipment for reliable business
operations.

e Handle and process user requests such as software installation, account setup, and access management.

The British College, Nepal
IT Help Desk (Oct 2021- May 2022)

e  Provided technical assistance and support to users experiencing hardware and software issues.
e Assisted with the setup, installation, and maintenance of IT equipment.

Hebichandra Sampang — Page 1


https://www.linkedin.com/in/hebichandra/

Projects

PenTestPro Python, Kali Linux, Metasploit, Burp Suite
PENETRATION TESTER

e Conducted comprehensive penetration testing on client systems to identify vulnerabilities and potential
security risks.

e  Utilized tools like Metasploit and Burp Suite to exploit vulnerabilities and demonstrate potential impacts.

o Developed detailed reports outlining findings, risk assessments, and recommended remediation strategies.

e  Collaborated with client IT teams to implement security improvements and validate the effectiveness of
remediation efforts.

e Created and maintained documentation of testing methodologies, tools used, and results for future
reference and audits.

ForenSecure Investigations

Digital Forensic Investigator volatility, Sleuth Kit, Autopsy, FTK Imager,
Wireshark, Cellebrite UFED

e Conducted detailed forensic analysis on multiple pieces of digital evidence, including disk images, network
captures, memory dumps, and a damaged phone, to assist in the location of a missing individual.

e Employed forensic tools like Autopsy, FTK Imager, and Volatility to extract and analyze critical data,
identifying relevant information such as user profiles, communication logs, application usage, and web
browsing history.

e Reconstructed timelines and communication patterns to identify potential leads, which were instrumental
in advancing the investigation.

e Delivered technical testimony in a non-technical environment, translating complex forensic findings into
clear and concise information for legal professionals and other stakeholders.

Awards & Certificates

AWARDS
2019  Semi-Finalist, TheBistishCollege Career Expo
CERTIFICATES
2024  Security, Compliance, and Identity Fundamentals, Microsoft
2023  Certified Ethical Hacking (CEH), EC- Council
2022  CCNA Switching, Routing and Wireless Essentials, Cisco (Training)
2021 CCNA Enterprise Networking Security and Automation, Cisco (Training)

2020 CCNA Introduction to Networks, Cisco (Training)
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Extracurricular Activities

Student Ambassador at Big Day in Gold Coast

¢ Assisted in event management activities

Academic Excellence Scholarship - Griffith University
RECIPIENT June 2023

e Received Merit Scholarship for Master’s Degree

The 6th Symposium on Distributed Ledger Technology

SPEAKER

Sept 2023

Aug 2023

March 2023

¢ Presented on “Blockchain for Secured Access Management of loT”

Skills

SIEM and SOAR ServiceNow, QRadar, Splunk, SIRP (SOAR)

Incident Detection and Response Vulnerability Manager, FireEye HX (EDR), FireEye NX (NDR)

Email Security FireEye ETP, Microsoft EOP, Mimecast

Web Application Security Imperva Incapsula, CTM360, Strike Ready

Forensics and Network Analysis FTK Imager, Zenmap, Wireshark

Data and Visualization MongoDB, Tableau, R, Python, C

References

Name: Peter Johnson
Designation: Director Pre-sales
Organization: Tesserent/Thales

Email: peter.johnson@tesserent.com

Name: Muhammad Nauman Mustafa
Designation: Cyber Security Engineer
Organization: BITS Technology Group

Email:
Muhammad.mustafa@bitsgroup.com.au
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